NupopmannoHHas naMAaTKA VISl 00y4aOUIUXCH 10
0e3omacHOMY MCIOAb30BaHUI0 UHTEpHET-pecypcoB

C KaXXIpIM TOJIOM MOJOJEKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a YUaIUecs
OIHM W3 CaMbIX AaKTHBHBIX IOJb30BaTenerd Pynera. Mexny Ttem, mOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEM, MHTEPHET HECET U MPOOIEMBI. JTa MaMsITKa
JOJKHA TTOMOYb Tebe 0e30MacHO HaXOJUThCS B CETH.

KomneroTepHbie BUPYCHI

KoMmnbloTepHbIid BUPYC - 3TO PA3HOBHIHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTIIMYUTEIILHON 0COOCHHOCThIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHl MOTYT IOBPEIUTh WIH IOJHOCTBEO YHHUUYTOXKUTh
Bce (hailyibl U JaHHbIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpPAllMOHHYI0 CHCTEMY CO BceMHU (aiijamMu B LeJIoM. B OOJIBIIMHCTBE CilydyaeB
PaCIIPOCTPAHSIOTCS BUPYCHI U€PE3 UHTEPHET.

MeTozp! 3aMThI OT BPEIOHOCHBIX POrPaAMM:

1. Ucnonb3yil COBpEMEHHBIE ONEPAMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPETOHOCHBIX MPOTPAMM.

2. IlocrossHHO ycTaHaBnuBaidW maTtud (UUQPPOBBIE 3aIlJIATKH, KOTOPbIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbI0 JOPAa0OTKM MHPOTpamMMbl) U JIpyrHe
OOHOBJICHUS CBOEH ONepaIlmoOHHON crucTeMbl. CKauynMBal UX TOJIBKO C O(PUITUATBLHOTO
caifra pazpabotrunka OC. Ecnu cymiecTByeT pekuM aBTOMaTHUE€CKOI0 OOHOBIICHUS,
BKJIFOYU €rO.

3. Paboraii Ha CcBOoeM KOMIBIOTEpPE IIOJ TMpaBaMH TOJIb30BATENS, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE.

4. Hcnonb3yl aHTUBHPYCHBIE MPOTPAMMHBIE  TNPOAYKTHI  HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3.

5. Orpannub (pU3NYECKUN JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIULI.

6. Mcnonp3yii BHEIIHKE HOCUTENIW UH(POPMALIMH, TAKUE KaK (IieliKa, TUCK WU
(aiin U3 UHTEpHETAa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB.

7. He oTKpbIBall KOMIBIOTEpHbIE (Daibl, TMOJYyYEHHBbIE U3 HEHAJECKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 3T0 He Buj mepeqau JaHHBIX, HE TEXHOJIOTHUS, a BCEro JIHIIbL OpeHI,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperucTpupoBasia OpeHI
"WECA", uyto o0o3Hauano cinoBocouetanue "WirelessFidelity", koropsrii
MePeBOANUTCS Kak "OecTpoBOAHAS TOYHOCTH'".

Jlo Haiero BpeMeHHu jouuia apyrasi abOpeBuartypa, Kotopas sBIISIeTCs] TAKOU ke
TexHosoruen. Ito abopepuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM
Ha CTaHJapT BhIcIIEH 3ByKoBOoM TexHuku Hi-Fi, uto B mepeBoje o3HayaeT "BbicoKas
TOYHOCTB".



Jla, G6ecrnaTHBI MHTEPHET-AOCTYN B Kade, OTelsIX M a’ponopTax sBIseTCS
OTIIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE 9KCTIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeThl 110 6€30I1aCHOCTH PabOTHI B 00IIEA0CTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyto nHpopMaImio depe3 oomenoctynHsie Wi-Fi
cetu. PaboTast B HUX, ’KeJlaTeIbHO HE BBOJAUTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA.

2. Wcnonb3yil U OOHOBIISII aHTUBHPYCHBIE MpPOrpaMmbl M OpanaMayep. Tem
caMbIM Tbl 00€30MaCHILb Ce€0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO.

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynxiuio "OOmmii qoctyn K ¢aitinam u
npuntepam". JlaHHas (QyHKIUS 3aKpbITa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIC
M0JIb30BATENH AKTUBUPYIOT €€ JIJIsl yI00CTBAa UCIIOJIb30BaHMs B paboTe WK yueoe.

4. He ucnonw3yit nyonuunsiidi WI-FI 1151 nepenayun JIMYHBIX JaHHBIX, HAIPUMED
JUISL BBIXOJIA B COLTMAJIBHBIE CETU WIIM B AJIEKTPOHHYIO MOUTY.

5. Wcnonw3yii TosibKo 3amuiienHoe coeaunenue yepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-aapeca BBOAN UMEHHO https://.

6. B moOwisHOM Tenedone otkimoun Qynkiuo "Tloakmouenne k Wi-Fi
aBromatudecku'. He nmomyckaili aBTOMaTW4eCcKOIro IOAKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConuanbHble ceTn

CouuanbHble CETH aKTUBHO BXOJST B HAIly KW3Hb, MHOTHE JIIOJIU padOTAIOT U
KUBYT TaM MOCTOSIHHO. MHOTH€E MOJIb30BaTeld HE MOHUMAIOT, 4TO MH(MOpMaus,
pa3MellleHHas MU B COLMATIbHBIX CETAX, MOKET ObITh HaliJIEHA U UCIOJIb30BAHA KEM
YTOJHO, B TOM YHCJI€ HE 00513aTENBHO € OJIaruMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAJIBHBIX CETSIX:

1. Orpanuyb cucok apy3eil. Y Tedst B Apy3bsiX HE JOJIKHO OBITh CyYalHbIX U
HE3HAKOMBIX JIFOJIEH.

2. 3amuinai cBOIO YacTHYIO HU3Hb. He yka3biBail mapoiu, TenedoHsl, ajapeca,
JIaTy TBOETO POXKACHUS U APYTYIO JTUUHYIO HH)OPMALINIO. 37I0YMBIIUIEHHUKH MOTYT
UCIIOJIB30BaTh Jlake MH(POPMAIIMIO O TOM, KaK Thl U TBOU POJUTENIN TUTAHUPYETE
MIPOBECTH KAHUKYJIBI.

3. 3amumiai cBOIO pemyTaluio - AEPKU €€ B YUCTOTE W 3aj7aBail cebe BOIpoc:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BaTEM BHUJAEIH, YTO Thl 3arpykKaeuib?
[Togymaii, mpexxJie 4eM 4TO-TO ONyOJIMKOBATh, HAIUCATh U 3arPy3UTh.

4. Ecnu ThI TOBOpPULIL C JIOJIBMH, KOTOPBIX HE 3HACUIb, HE HCIIOJb3YH CBOE
peajgbHOe UMS U IPYTYI0 JUYHYIO MH(OpMALUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U mpoyee.

5. N36erait pasmenienus dororpaduit B MHTEpHETE, Ie Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOIH MOKHO OINPEIEIUTh TBOE MECTOIOJIOKEHHE.

6. [Ipu peructpanuu B cOUaIbHON CETH HEOOXOJUMO UCTOIb30BaTh CIOKHbBIE
MapoJIu, COCTOSIINE U3 OYKB U UG U C KOJMYECTBOM 3HAKOB HE MEHEe 8.

7. Ans conmanbHOM CeTH, MOYTHl U APYTUX CAaUTOB HEOOXOAMMO HCIOIb30BaTh
paszHbie maposu. Toraa ecau Te0s B3IOMAIOT, TO 37I0YMBIIUICHHUKH TOTyYaT JOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHbIE IEHbI U



OJNEeKTpPOHHBIE JEHBIHM - 3TO OYEHb YJAOOHBIM CcHocoO TmuaTexei, OIHaKO
CYILECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIU.

OJIEKTPOHHBIE JACHBIW MOSBUJIUCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX I'OCYAapCTBax JO CHX IOP HE IPOIHCAHO PO HUX B 3aKOHAX.

B Poccun ke OHU (YHKIIMOHUPYIOT U O HUX YX€E MPOIUCAHO B 3aKOHE, TJIe UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - aHOHMMHBIE M HE aHOHUMHBbIE. PazHuna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKAIINY TIOJTH30BATEINs, @ B HEAHOHUMHBIX MJICHTU(UKALKS TTOTH30BaTEIs
SBIISIETCS 00S3aTEIHHOM.

Taxxe craeayeT pas3nuyarh dJIGKTPOHHBIE (UATHBIE JI€HBI'M  (PaBHbI
TOCY/IapCTBEHHBIM BalllOTaM) M D3JIEKTPOHHbIE HE(PHUATHBIC JEHBIH (HE paBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcCHOBHBIE COBETHI IO 0€30MaCHON padOTE C NEKTPOHHBIMH JIEHbrAMU:

1. IpuBspku K c4eTy MOOWIBHBINA TenedoH. DTO caMblil YIOOHBIH U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN Tene(oH MOMOXKET, €CiH
3a0yJenib CBOM IUIaTEXHBIM Mapojb WM 3aiJellb Ha CalT ¢ HEe3HaKOMOTo
YCTPOMCTBA.

2. HWcnosb3yil onHopazoBele mnapoau. Ilocie mnepexoma Ha YCUICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM IepexBaTa
IIJIATEKHOTO ITapoIsl.

3. Beibepu cnoxHbld mapoib. [lpecTtynHukam Oyaer HE MpPOCTO yraaarh
CJIOKHBIN MapoJib. HagexHple maposm - 3T0 Mapoiau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MPOIMUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Jo0Jyiapa, (QyHTa, BOCKJIMLATENbHBIA 3HAK W T.II.
Hampumep, $tROng!

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIELIb.

DNeKTpOHHAs ToYTa

DNeKTpoHHAs MOoYTa - 3TO TEXHOJIOTHSI U IPENOCTABISIEMBIE €H0 YCIYTd IO
NEPECHUIKE U MOIYYECHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE pPaCIpeesIOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISIUT
CJIEYIOIKUM 00pa3oM: UMsI_T0JIb30BaTeNsi(@uMs_jaoMeHa. Takke Kpome nepeaadn
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeiaBaTh (ailibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOUYTOM:

1. Hajmo BeIOpaTh NMpaBUIIbHBIN NOYTOBBINM cepBUC. B HHTEpHETE €CTh OIPOMHBII
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JIOBEPSATH TEM, KOIO
3HACIIb U KTO MEPBBINA B PEUTHHTE.

2. He yxa3bIBail B TUYHOW mouTe JUYHYI0 MH(popmanuio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHBIN _ (panat@" unu "pok2013" BmecTo "Temal3".

3. Ucnonb3yl ABYXATANHYK aBTOPU3ALMIO. ITO KOrJa MOMUMO MapoJIsl HY>KHO
BBOJUTH KOJ, MpUChLIaeMblii o SMS.

4. BoiOepu COXHBINM mapoib. [ KaKI0ro MOYTOBOIO SIIMKA JOJDKEH OBITh
CBOW HAJEKHbBIWA, YCTOWYHUBBIN K B3JIOMY M1apOJib.

5. Ecnu ecTh BO3MOKHOCTB HAIMCaTh CAaMOMY CBOM JINUHBIN BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXKHOCTb.



6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. I1epBBIil 111 YaCTHOM NEpENnUCKU
C aJpecaTamMH, KOTOPBIM Tbhl JOBEpSCIIb. JTO AJIEKTPOHHBIA aJpec HE HaJIO
UCITOJI30BATh MIPU PEruCcTpaliuy Ha (popyMax u calTax.

7. He oTkpbIBaii (paitsibl U Ipyrye BIOKEHUS B MUCbMaX, 1a)Ke €CIIM OHU MPUIIUTH
OT TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (pailiibl.

8. [locne okoHYaHus pabOTHI HA TOYTOBOM CEPBHUCE MEPE 3aKPHITHEM BKIIAJIKH
C caiToM He 3a0y/b HaXKaTh Ha "BeriTu".

KuGepOymauHr win BUPTyaIbHOE U3IE€BATEIBCTBO

KubepOymmuHr - mpeciieoBaHne COOOIEHUSIME, COIePKAIMMME OCKOPOICHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIIbHOE OOMKOTUPOBAHKUE C TOMOILBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KMOEPOYIITMHIOM:

1. He Opocaiics B 60i. Jly4muii cmoco0: mOCOBETOBATHCS KaK CeOsl BECTHU U, €CITU
HET TOT0, K KOMY MOXHO O0OpaTUThCs, TO BHAYaJIe YCIIOKOUThCS. Eciiu Thl HauHEIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ille OO0JIbIIE Pa30kKKEIIb
KOH(JIUKT.

2. Yupasnusiii cBoel kuOepperyTaiuei.

3. AHOHUMHOCTb B ceTu MHUMasi. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 AHOHUMHBIM aKKayHTOM.

4. He crour BecTHM XyJIUTaHCKHM 00pa3 BHUpPTyaibHOW >ku3HU. WHTEpHET
(uKcUpyeT Bce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPyIHUTEIBHO.

5. Cobiroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY.

6. HWrHopupyit emnuHW4HBIM HeratuB. OHOPA30BbIE OCKOPOUTEILHBIC
COOOIIeHHMS JTy4llle UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4albHON
CTa/IUH.

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMHU COOOIICHHSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKUA COOOIIECHUN C
OIPEEIICHHBIX a/IPECOB.

8. Ecnu 1h1 cBUuerens kubOepOysummHra. TBOM ACUCTBUS: BBICTYNHUTH MPOTUB
npecieaoBaTensi, MOKa3aTh €My, YTO €ro JEWCTBUSL OLEHUBAIOTCS HEraTUBHO,
MOJJIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs TOMOIb, COOOITUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MMOBEICHHS B CETH.

Moo6unbHbIN TenehoH

CoBpemenHble cMapTHOHBI U TJIAHIIETHI COJIEPXKAT B ceOe BITOJHE B3POCIIBIM
GbyHKIIMOHAT, W TEmepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAallMOHAPHBIMHU
KoMIibtoTepamMu. OHAKO, CPEACTB 3aLIUTHI JIs1 MOJOOHBIX YCTPOMUCTB MOKA OYEHB
Majio. TecTupoBaHUE U TTOUCK YSA3BUMOCTEM B HUX IPOUCXOIUT HE TaK HHTEHCHUBHO,
kak ju1s1 [1K, To *e camoe kacaeTcss 1 MOOUJIbHBIX TPHIIOKEHUM.

CoBpeMeHHbIe MOOUITbHBIE Opay3ephl yKe MPAKTUYECKH JOTHAIM HACTOJBHBIC
aHAJIOTH, OJHAKO pacHupeHue (yHKIHMOHAIA BIJIEYET 3a CO00M OOJBIIYIO
CJIOKHOCTb M MEHBIIIYIO 3aIIHUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTENM BBITYCKAIOT OOHOBICHHS, 3aKpbIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIBLHOTO TenedoHa:



Huyero He siBisieTcs MO-HACTOSIIEMY O€CIUIAaTHBIM. Byab OCTOpOXEH, BEIb
Korjia Tebe mpeasiaratoT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TJIATHBIE YCITYTH.

Hywmaii, mpexae uem otnpaButb SMS, ¢hoTto unu Buaeo. Trhl TOYHO 3HAEIIb, T
OHM OyAyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa.

Hcnonb3yit aHTUBUPYCHBIE TPOrPAMMBI JIsI MOOMJIBHBIX TEIE(POHOB.

He 3arpyxail nmpuiioKeHuss OT HEU3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPaMMHOE OOecTieueHueE.

[Tocne TOoro Kak Thl BBIAJEHIB € CANTA, I1€ BBOJAWII JUYHYIO HHPOPMALIUIO, 3211
B HACTPOIiKu Opaysepa u yaanu cookies.

[leproguyecku NMpoBepsld, KAKWE IUJIATHBIE YCIYTM AaKTUBHPOBAaHBI Ha TBOEM
HOMEpE.

JlaBaii cBoii HOMep MOOMIIBHOTO Tene(OHa TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIIb
U KOMY J10BEpsICIlb.

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoJib3yenibesi. He 3a0biBaii
WHOI' 1A IIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - ATO KPACOYHbIE, 3aXBaThIBAIOIINE PA3BICUECHUS,
00BEIUHAOIINE COTHU THICSY YEJIOBEK M0 BceMy Mupy. Urpoku nccienyroT AaHHbIN
UM MUD, OOLIAIOTCA APYT C IPYTrOM, BBIIOIHSIOT 3aJJaHUs, CPAXKAIOTCS ¢ MOHCTPaMU
Y MOJIyYarOT OMBIT. 338 YAOBOJIBCTBUE OHHU IUIATAT: MOKYHAKOT AUCK, OIUIAYNBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHE-TO OMIIUH.

Bce aTu cpeacTsa uayT Ha MOAAEP)KAHUE W PA3BUTHE UIPBI, a4 TAKKE HA camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (HudpoBbIe 3aMIATKU JJIsl TPOTPAMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B monoOHBIX urpax CTOMUT omacarbcs HE CTOJbKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)ki TBOET0 NapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3aLUU OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnu npyroii urpok BeAeT ceOs IUIOXO WM CO3AacT TeOe HeNpPUSITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB.

2. Ioxamyiics aIlMUHHCTPATOPaM MIPhl Ha IUIOXOE MOBEJIEHUE 3TOr0 UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTH KAKHE-TO J10KA3aTEbCTBA B BUJIE CKPUHOB.

3. He yxa3biBail tnuHyo nHGOpMAIIHIO B Tpodaiiie Urphl.

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE.

5. He ycranaBnuBait HeouiinaabHbIe MaTYU U MOJIBI.

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH.

7. Jlaxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIFOYATh aHTUBUpPYC. IloKa ThI Urpaels,
TBOUW KOMIIBIOTEP MOTYT 3apa3uTh.

@UIIMHT WM KpaXa JIUYHBIX JaHHBIX

OOBIYHON Kpa)Kkel JEHEer U JOKYMEHTOB CErOAHS YK€ HUKOIO HE YJIMBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOIMI 3JI0YMBIIUICHHUKU [IEPEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCS "' MIOOUMBIM" TeTTOM.



Tak mosiBMIIach HOBas yrpo3a: HHTEPHET-MOIICHHNYECTBA WIIA (DUIITMHT, TJIaBHAS
1[€J1b KOTOPOTO COCTOUT B MOJTYyYE€HUU KOH(UICHIIUATBHBIX JaHHBIX MMOJIb30BaTENeH
- JOTUHOB M maposieil. Ha anrmuiickom si3pike phishing unraercs kak GumuHr (OT
fishing - peioHas moBis, password - mapoJb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl 0/103peBaelilb, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOOHIUTH AJMUHUCTPATOpam
pecypca 00 3TOM KaK MOYKHO CKOpEe.

2. Wcnonb3yit OGe3omnacHbie BeO-CalThl, B TOM YHUCJE, UHTEPHET-MarasuHoB U
MOMCKOBBIX CHCTEM.

3. Hcnone3yli CIIOXHBIE W pa3HbIe Tapoiau. TakuMm oOpazoM, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUJICHHUKH TMOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
IpO(UIIIO B CETH, & HE KO BCEM.

4. Ecau te0s B3110MaNu, TO HEOOXO0AUMO IPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J00aBJIEHbI y T€OS B APY3bIX, O TOM, YTO TEOSI B3JIOMAJIU U, BO3MOXHO, OT
TBOET'0 UMEHH OYyJIET PacChUIAThCA CIIaM U CChUIKU Ha (DPUIITMHTOBBIE CATHI.

5. YcranoBu HaaexHbid apois (PIN) Ha MOOMIBHBIN TEIEOH.

6. OTKJII0UN COXpaHEHUE TapoJisi B Opaysepe.

7. He oTkpbIBait (paitsibl U 1pyrre BIOKEHUS B MUCbMaX, 1ayKe €CJIM OHU TTPUIILITN
OT TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (HaiiIbl.

[udposas penyrarus

[Mudposast pemyTarus - ’TO HETaTUBHAS WK TO3UTHUBHAS MH(POpPMAIIHSI B CETH O
tebe. Kommpometupyromasi uHpopmaiusi, pa3MelieHHass B UHTEPHETE, MOXKET
CEpbEe3HbIM O00pa30M OTpa3uThCAd Ha TBOEW peanbHON Ku3HH. "Lludposas
penyTanus" - 3T0 TBOW UMUK, KOTOPBIA (popmupyercs u3 undopmanuu o Tede B
WHTEpPHETE.

TBOE MECTO KUTEIHCTBA, YueObl, TBOE (PMHAHCOBOE TMOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue moapOCTKH JIETKOMBICIICHHO OTHOCATCS K IyOJIMKAIlMu JIMYHON
uHpopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOciencTBuil. Thl maxe He
CMOJKEIIb JIOTaaThCsi 0 TOM, 4To (pororpadus, pa3sMelleHHas 5 JeT Ha3al, craja
MPUYUHON OTKa3a MPUHATH T€0s HA padoTy.

KommenTtapuu, pasmenienrne TBoux (ororpaduii U 1pyrue IeUCTBUS MOTYT HE
UCYE3HYTh JIaXKe MOCIIE TOTO, KaK Thl KX YAATUIIb. ThI HE 3HACIIIb, KTO COXPaHUI ATy
uHpOpMaIIMIO, TOMNaia JId OHA B MOWCKOBBIE CHCTEMbI M COXpaHWJIACh JIM OHA, a
TJIABHOE: YTO TOTYyMArOT O TeOe OKpYKaoIIue JIOIU, KOTOPhIe HAUAYT M YBHIAT
sT0. Haiitn uHpOpMalMio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J00phIX
noOyKJIeHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpel. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI T10 3aIIHUTE IIUPPOBOI permyTaluu:

1. ITogymait, mpesxie 4em 4To-To MyOJIMKOBATh U MiepeaBaTh y ceOs B 0i10re min
B COLIMAJIbHOW CETH.

2. B mnactpoiikax npoduis yCTaHOBH OTIpAaHUYEHHUS HA MPOCMOTP TBOETO
poIIs U €ro COACPIKUMOTO, CACNIal €ro TOJBKO "1ist mpy3eit'.

3. He pa3memaii u He yka3piBail MH(pOpMALMIO, KOTOPask MOXKET KOro-mudo
OCKOPOJISATh WA OOMKATh.



ABTOpCKOE IPaBo

CoBpeMeHHbIE yYallrecs - akTUBHBIE TI0JIb30BaTeNId U(PPOBOTO MPOCTPAHCTBA.
OpHako Jalieko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MO>KHOCTSIMHU
nudpoBoro Mupa TpeOyeT CcoOJIOJeHUsT TpaB Ha MHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

Tepmun "uHTEMIEKTyajdbHass COOCTBEHHOCTH' OTHOCUTCS K Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HauyMHasi C HOBBIX HM300pETEHUI U 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHUYMBas KHUTAMH,
dotorpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJUICKTYalbHYI0O COOCTBEHHOCTh Ha
IPOU3BEJCHUS HAYKH, JINTEPATYpPbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJbHBIM/TBOPUECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro TpyAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJINYHO JEMOHCTPUPOBATh, IpOJaBaTh, HMIIOPTHPOBATh,
nycKaTb B MPOKaT, MyOJIMYHO MCIONHSTH, MMOKa3bIBaTh/UCHONIHATE B 3(upe mim
pa3mMeniath B MIHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOro 00ecredeHust MOKET IPUBECTH K
MHOTUM pPHUCKaM: OT IOTEPH JTaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
YCTPOMCTBA, IJI€ YCTaHOBJIEHA HEJlerajibHas nporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYUIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE TPOTrPaMMBbl, KOTOPbIE MOKHO HAaWTH B
CETH.

O noprane

CeteBruuoK.p( - TBOM TVIABHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETH TMOHSATHBIM U JOCTYIHBIM S3BIKOM, & MPU BO3HUKHOBEHHH
KPUTHUYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TakXe NPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



